Monitoring, alerting & response
- built on decades of cybersecurity expertise,
v wielded by global SOC analysts.

novaSOC Pen Testing

's External/Internal Vulnerability Assessment provides customers with
assistance to evaluate its cybersecurity controls in place. Novacoast will use our
Novacoast Cybersecurity Management Framework (CMF) and compliance with best
practice standards as it applies to Cybersecurity. The team has the following credentials:
CISSP, CISM, CCSP, CCNA, CCAN Security, CEHV7, OSCP along with Several SAN'’s
certifications upon approval, Novacoast personnel will conduct the work steps outlined
below to complete the security assessment of the selected systems.

- Scanning firewalls, application firewalls, webservers, and application servers critical to you
- Reviewing all potential vulnerabilities against external IP addresses
- Manual test findings from the scans

- External testing will cover externally facing firewalls, routers, web servers, DMZ hosts, and remote
access services

- Internal testing will cover servers, workstation, and printers

- Both tests will identify all missing patch by CVE number and the use of login credential.

- The data gathered during the assessments will be either destroyed or returned to customer






