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Proofpoint Security
Awareness fraining
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Reduce Successful Phishing attacks and fo—
Malware infections by up fo 30% } ?

e 55 security awareness modules e Change user behaviour

* Video, text and audio content options  Deliver consistent training designed for

e Run Phish tests SMBs

e Training currciulum templates  Learnin more than 35 languages

e Plug and play scheduling e Track results with easy-to-digest
reporting

e Weekly updated content based on real

life threats proofpoint®
e



ha Training Modules

— Avoiding Dangerous Attachments — Safer Web Browsing (video) — Mobile Device Security (video)

— Avoiding Dangerous Links — Security Beyond the Office — Multi-Factor Authentication (MFA)

— Beyond Passwords — Security Essentials — Password Management

— Data Entry Phishing — Security Essentials for Executives — Password Policy

— Email Protection Tools — Security Essentials for Executives (video) — Physical Security

— Email Security — Social Engineering — Physical Security (video)

— Email Security on Mobile Devices — Social Engineering (video) — Pl Fundamentals

— GDPR in Action — Spear Phishing Threats — Pl Fundamentals (video)

— GDPR Overview — Unintentional Insider Threat — Pl In Action

— Insider Threat Overview — URL Fundamentals — PIl'In Action (video)

— Introduction to Phishing — URL Fundamentals (video) — Precursor to Phishing

— Introduction to Phishing (video) — USB Device Safety — Precursor to Phishing (video)

— Malicious Insider Threat — USB Device Safety (video) — Safe Social Networking

— Malware Attacks — Workplace Security in Action — Safe Social Networking (video)
— Workplace Security in Action (video) — Safer Web Browsing

— Mobile Device Security



Training Modules : Developed Using Learning Science Principles
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Monitor All Accounts
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e Story based environment
 Present concepts & procedures
e Learn by doing

e Provide feedback



ThreatSim Phishing: Real Attacks From the Wild
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Your payment has been declined.

Update your payment information nemw.
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e Real world branded templates
with Proofpoint Threat
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