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Now available in the #1 Ranked MSP Security Suite

Companies that are highly sensitive to data breaches demand Sandbox Analyzer
managed security services that go beyond prevention to INCIDENT ALERT
include advanced attack detection, investigation, and response.
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MSPs and MSSPs can meet these demands and grow
revenues by adding Managed Detection and Response
services with a single integrated EPP and EDR platform.
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Event Recorder:
Send Insights
Suspicious Events

Bitdefender Endpoint Detection and Response (EDR) is

available as a separate billable service that can be activated Threat Analytics
from the Cloud Security for MSP console. EPP + EDR EPP + EDR
Highlights + Insight into suspicious activities and 10Cs +  Real-time endpoint visibility and one-click investigation
+  Integrated hardening, EPP and EDR with one console +  Track live attacks and lateral movements
and one agent +  Rapid response with fast resolution, containment and
+  Alert triage and incident-analysis visualization remediation

EDR made Easy

With clear visibility into indicators of compromise (I0Cs) plus one-click threat investigation and incident response workflows, Bitdefender
EDR reduces resource and skill requirements for security teams. The new endpoint data recorder is a seamless addition to the existing
threat-protection stack and performs a broad capture of system activities (file & process, program installation, module loads, registry
modification, network connections, etc.) to aid in an enterprise-wide visualization of the chain of events in the attack.
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The Incident details page provides a clear overview of the “blast radius” of the incidents.
The practitioner can easily acquire supporting evidence and respond.
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Uncover and stop elusive threats with agility and precision

Bitdefender EDR excels where pure-play EDR products are too complex and noisy, preventing, detecting and responding to sophisticated attacks
that evade traditional anti-malware. The threat analytics module continuously sifts through behavioral events in system activities and creates a
prioritized list of incidents for additional investigation and response.

High-fidelity detection means enhanced security optics and freedom from alert
fatigue

Only relevant, correlated and severity-rated events are presented for manual analysis and resolution. Noise and redundant information is kept
at a minimum, as the vast majority of attacks and advanced attacks are blocked at the pre-execution or on-execution stages. Elusive threats,
including fileless malware, exploits, ransomware and obfuscated malware, are neutralized by the highly effective layered next-gen endpoint
prevention technologies and on-execution behavior-based process inspector. Automatic response and repair eliminate the need for human
intervention in blocked attacks.

Complete MSP security suite combining EPP and EDR

Designed from the ground up as an integrated next-gen EPP and easy-to-use EDR suite, Bitdefender Cloud Security for MSP offers included and
optional hardening, prevention, automated detection, investigation and response tools built into a single configurable agent, managed from a
single console. It is recommended to use EDR together with HyperDetect and Sandbox Analyzer, as the technologies work together and enhance

detection and response capabilities.

Security
m‘-\r\rtuahzed E"""'Ofnents

o8 Web Firewall %o o
&3 Filtering with IDS S %
g RS
oG %
A
9 (’.\gnature ang Ma( ) %
o
(S
K4
2
&
Ny
O,
Device °ller? Anti-
Control ' exploit
Single Console
Single Agent
sl
28
F
A
g )
2% &g
?—o <. Content Process LS
%“* Control Monitoring q,b :’7
% & &
s
véo
Q
&

Endpoint petection
and Response

Try Bitdefender Cloud Security for MSP free by visiting www.bitdefender.com/msp or contact us by phone: (+1) 954 776 6262 x 10116

and endpoint protection. Through R&D, alliances and partnerships, Bitdefender is trusted to be ahead and deliver robust security you can rely on. More information is available at http://www.

Bitdefender is a global security technology company that provides cutting edge end-to-end cyber security solutions and advanced threat protection to more than 500 million users in more than
Ean 150 countries. Since 2001, Bitdefender has consistently produced award-winning business and consumer security technology, and is a provider of choice in both hybrid infrastructure security
bitdefender.com

Bitdefender




