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MSPs Must Plan to Backup,
Search, Restore, and Audit
Productivity Suite Data

FOUR KEY FEATURES FOR UNINTERRUPTED
BUSINESS CONTINUITY THROUGH
ROCK-SOLID RECOVERY OF MICROSOFT 365
AND GOOGLE WORKSPACE DATA
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Your BC Plan

YOUR BC PLAN

The combination of rising ransomware attacks, remote comprehensive business continuity and disaster MICROSOFT’S SERVICES
workers, and a heavy reliance on collaboration tools recovery (BCDR) plans, MSPs and their SMB clients’ data AGREEMENT

like Microsoft 365 and Google Workspace has created a isin danger.

potential perfect storm for MSPs and a perfect scenario GOOGLE WORKSPACE

How confident are you in your ability to recover
lost or stolen data in Microsoft 365 and Google
Workspace? This eBook highlights four features for
uninterrupted business continuity that also provide
rapid and reliable recovery.

for hackers. MSPs are juggling the risks of limited LA 0 e 4 132

retention, human error, and complete downtime while
bad actors find open door after open door. Access to
data from anywhere is vital for today’s hybrid work
environments, but without third-party backups through

THIRD-PARTY SERVICES

4 FEATURES FOR
CONTINUITY

01 SMARTSEARCH

Consider these questions about your current solution before reading on...

-~ How long does it take to locate lost data and restore it for client access? e
SECURE RETENTION

— What is the cost to clients for data storage, including overages and over-provisioning?

2 e e a 3 03 CERTIFICATION AND
How do those fees impact your relationship with clients? COMPLIANCE
Are you able to meet long-term compliance requirements? If so, what does the
management and technical time cost? If not, have you lost clients because of it? 04 AIRGAP
How do you recover if a client is hit by ransomware or accidental data deletion? SEE FOR YOURSELF

1 MSPs MUST PLAN TO BACKUP, SEARCH, RESTORE, AND AUDIT PRODUCTIVITY SUITE DATA


https://axcient.com/blog/stop-the-insanity-simplify-data-protection/
https://axcient.com/blog/covid-19-how-secure-is-your-remote-workforce/
https://axcient.com/blog/covid-19-how-secure-is-your-remote-workforce/
https://axcient.com/solutions/business-continuity/
https://axcient.com/solutions/disaster-recovery/
https://axcient.com/solutions/disaster-recovery/
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Business Continuity Requires Backups;
You Can’t Have One Without the Other

Microsoft’s Services Agreement

YOUR BC PLAN

MICROSOFT’S SERVICES
AGREEMENT

GOOGLE WORKSPACE

TERMS OF SERVICE
While Microsoft 365 does provide business enablement tools for

collaboration and data access anywhere - they do not provide data
loss protection. Many assume that a brand like Microsoft includes .. THIRD-PARTY SERVICES
safeguards against today’s most pressing cybersecurity issues, but MlcrOSOft 365

it’s just not their thing. This fact is clearly stated in Section 6b of I* ﬂ * J

the Microsoft Services Agreement. sl S

4 FEATURES FOR
CONTINUITY

Microsoft 365 has a limited 14-day retention period for deleted
data or 30-days with special configuration, but 56% of breaches

“We strive to keep the Services up and running; 01 SMARTSEARCH

however, all online services suffer occasional

go unnoticed for months. Even with accidental data deletion disruptions and outages, and Microsoft is not 02 POOLED STORAGE AND
anflg o . . . . SECURE RETENTION
- a common problem within collaboration tools - businesses liable for any disruption or loss you may suffer
' i itical fi It. In th t of t
commonly go long periods before anyone realizes a critical file as aresult. In the .even of an outage, you may 03 CERTIFICATION AND
or folder is missing. Maybe an old employee’s account is deleted, not be able to retrieve Your Content or Data that COMPLIANCE

someone decides to “clean up” shared folders or a clever phishing you've stored. We recommend that you regularly

attack gives hackers internal system access. However it happens,
human error remains the number one cause of data loss and
requires proactive protection to ensure true business continuity.

backup Your Content and Data that you store on 04 AIRGAP

the Services or store using Third-Party Apps and

Services.” SEE FOR YOURSELF

MSPs MUST PLAN TO BACKUP, SEARCH, RESTORE, AND AUDIT PRODUCTIVITY SUITE DATA



https://www.microsoft.com/en-us/servicesagreement
https://www.microsoft.com/en-us/servicesagreement
https://www.ensighten.com/blog/why-56-percent-of-data-breaches-go-unnoticed-for-months#:~:text=According%20to%20a%20study%20performed,days%20to%20contain%20the%20breach.
https://www.csoonline.com/article/2121181/human-error-causes-most-serious-data-loss.html#:~:text=Human%20error%20accounts%20for%20three,lost%2C%20new%20research%20has%20revealed.
https://axcient.com/blog/importance-of-business-continuity-planning-microsoft-365/

Google Workspace
Terms of Service

Many MSPs have clients who use Google Workspace, and Google
has known vulnerabilities. Google Drive can replicate rogue files
already in a filesystem using Google’s Backup and Sync tool. In
2019, inits Chrome OS
“built-in security key” feature.

And around the same time, hackers launched a phishing attack
that used Google Drive and Google Docs to disguise emails and
embed malware links, according to In that case, the
malicious actors were able to fool employees and bypass security
measures configured to protect email.

In Google’s it does not take liability for data loss.

Proactive protection for your clients must include backups of
Microsoft 365 and Google Workspace data. Without those, you
cannot promise clients that they will be able to keep their business
running no matter what - and that’s your job as an MSP.

AXcient

Google Workspace

MB&D

“The only commitments we make about our

services (...) are (1) described in the Warranty
section, (2) stated in the service-specific additional
terms, or (3) provided under applicable laws. We
don’t make any other commitments about our
services.”

MSPs MUST PLAN TO BACKUP, SEARCH, RESTORE, AND AUDIT PRODUCTIVITY SUITE DATA
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https://www.zdnet.com/article/google-discloses-vulnerability-in-chrome-os-built-in-security-key-feature/
https://www.forbes.com/sites/zakdoffman/2019/08/15/new-google-drive-warning-for-business-users-after-hackers-launch-devious-attack-report/?sh=5ead7d709ee5
https://policies.google.com/terms?hl=en-US

If You Think Microsoft
and Google Backup Are
Sufficient - Think Again.

Sure, Microsoft and Google do provide some of their own backup tools, but

the whole reason third-party services are recommended is to avoid complete
downtime. When an MSP allows a client to backup business-critical data to the
same cloud where their data is stored, the MSP can’t deliver business continuity.
At that point, it’s out of the hands of the MSP, and clients are relying solely on
Microsoft or Google.

The problem here is that during infrastructure outages, backups go down too,
which means business comes to a screeching halt. And if you think these cloud
providers are too big to go down, or it never happens, listen to Microsoft’s own
words, “all online services suffer occasional disruptions and outages.” Microsoft
365 has suffered a worldwide service outage that spanned over and
Google was down for approximately during one of their global outages.
Can your clients afford to be without email, contacts, calendars, and work
documents for hours at a time?

AXxcient
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Data loss happens, even in
the cloud and even to the
biggest cloud providers
out there, but with proper
business continuity in
place, businesses don’t
have to suffer.

MSPs MUST PLAN TO BACKUP, SEARCH, RESTORE, AND AUDIT PRODUCTIVITY SUITE DATA
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https://www.enowsoftware.com/office-365-monitoring-outages/microsoft-365-services-outage-march-15-2021
https://en.wikipedia.org/wiki/Google_services_outages#:~:text=On%2020%20August%202020%2C%20over,started%20around%2006%3A30%20UTC.

AXcient

Backup, Search, Restore,
and Audit with x360Cloud for
Microsoft 365 and Google Workspace

Axcient x360Cloud gives MSPs and their clients the Microsoft 365 and Google Workspace backups necessary for
uninterrupted business continuity — even during cloud outages. It can automatically discover, backup, audit, search,
and restore critical data in Microsoft 365 (Exchange, Mail, Calendar, Contacts, OneDrive, and SharePoint) and Google
Workspace (Gmail, Calendar, Contacts, Drive, Sites, and Shared Drives). Data is backed up to the encrypted, tamper-
proof Axcient Cloud with access verified, logged, and protected through multi-factor authentication.

The comprehensive x360Cloud solution includes the following four unique features;

built-in, always-on, and created specifically for MSPs and their SMB clients:
View the x360Cloud Data Sheet

MSPs MUST PLAN TO BACKUP, SEARCH, RESTORE, AND AUDIT PRODUCTIVITY SUITE DATA
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https://axcient.com/products/x360cloud/
https://info.axcient.com/hubfs/2022%20Downloadable%20Content/Data%20Sheets/DataCenter-Axcient-Cloud-Aug2022.pdf
https://axcient.com/data_sheets/x360cloud-data-sheet/

OB SmartSearch

Search more than 100 million objects
in less than 5 seconds - including
email attachments, files, folders,
document libraries, historical
snapshots and version history, and
throughout communications.

MSPs can perform micro or macro-level restores with full-text search
across data sources and multiple users, along with rich filtering
capabilities. Single-click, point-in-time, or specific version restores are
fast and secure to keep clients moving.

Depending on the data loss scenario, infrastructure, or external
requests, data can be exported in two different ways:

- Export to a folder to satisfy e-discovery requests

- Export immutable audit logs and granular backup reports for
third-party auditing

AXcient

Learn How x360Cloud SmartSearch Works
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https://help.axcient.com/161000-how-to-restore-or-recover-in-x360cloud/x360cloud-how-to-search-with-smart-search

Pooled Storage and
Secure Retention

AXcient

At Axcient, we’re transparent about our robust storage and long-term

retention features. We cover multiple use cases, high volumes of data

(C drive, D drive, etc.), and there aren’t restrictive data limit tiers or

hidden caps.

With Axcient data pooling is allowed, retention times aren’t restrictive, and our flat
cost pricing is per-device or per server. There aren’t any surprises, monthly fees, or
over-provisioning - something both MSPs and their clients love to hear.

We do it with our proprietary and patented Chain-Free technology that frees MSPs
from legacy, chain-based backups. Data is stored in a native virtualized state with

a pointer array algorithm, so each recovery point is independent. When corruption
occurs, bad data blocks are isolated and independently deleted without risking the
integrity of the backup dataset. Previous backups can be recovered without disrupting
new incremental backups or post-corruption data.

We created our Chain-Free technology specifically for MSPs to simplify backup
management and a lower total cost of ownership by removing a lot of unnecessary fluff.

%

No data loss
No data bloat

No wasting time or
storage with new chains

No reseeding

No surprise cost overages
or fees

No large storage space
requirements

No over-provisioning
“just in case”

Learn How Axcient Delivers Pooled Flat Fee Data Storage
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https://axcient.com/blog/axcient-includes-unlimited-storage-and-retention-for-all-msp-partners-seriously/
https://axcient.com/blog/axcient-includes-unlimited-storage-and-retention-for-all-msp-partners-seriously/
https://axcient.com/blog/chains-explained-why-you-need-chain-free-backup/
https://axcient.com/blog/axcient-includes-unlimited-storage-and-retention-for-all-msp-partners-seriously/
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B Certification and
Compliance

Chain-Free technology also helps MSPs ensure long-term
compliance for clients in highly regulated industries like GOOGLE WORKSPACE
healthcare, government, and legal and financial services.
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No chains means no time constraints on how long you can backup data. -~ The Health Insurance Portability and

MSPs can easily meet three, five, seven, or even 10-year retention periods. Accountability Act (HIPAA)

Even if some backups are lost due to corruption, no data is lost because . . 4 FEATURES FOR
’ - The Federal Information Security CONTINUITY

each Chain-Free backup is independent of other backups. Corrupt pieces Management Act (FISMA)

can be isolated without affecting any other backups. 01 SMARTSEARCH

-~ The Financial Industry Regulatory

As additional layers of security, and in order for MSPs to satisfy the Authority (FINRA)

compliance needs of clients in specific Axcient is SOC 2 certified, e

and x360Cloud can help organizations meet requirements for the following — The General Data Protection

regulations: Regulation (GDPR) 03 CERTIFICATION AND
COMPLIANCE

04 AIRGAP

Video: Why You Should Care How Your Backup Works

SEE FOR YOURSELF
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https://axcient.com/blog/optimal-target-verticals-for-msps/
https://axcient.com/blog/why-should-you-care-how-your-backups-work/

AXcient

AirGap

This anti-data loss technology separates data deletion requests
from the actual mechanics of deletion.

So even when data has been deleted - whether by accident > Human two-factor authorization is required through

or by bad actors in a ransomware attack - there is a saved audible confirmation to verify deletion requests. So if a
and protected snapshot of your data that can be restored hacker attempts to delete data - and phone, email, and
from a protected archive. When deletion requests are support systems are compromised - the deletion request
created, verified, and executed, time gaps give MSPs time won’t be processed without audible approval.

to detect and stop malicious activity. “Honeypots,” or fake
signals, give hackers the illusion that they’ve successfully
deleted data - so they stop pursuing corruption - but in
reality, the data is stored in an isolated archive.

- Third-party testing by independent security
management companies, FRSecure and Core Security,
that data backed up in AirGap cannot be deleted.

Additional layers of security include the following:

—~ Human factor controls limit the number of authorized
individuals who can create deletion requests within
the Axcient organization. This group of individuals is
separated from another authorized group of individuals

who are responsible for actually fulfilling deletion

requests. View the Axcient AirGap Technology Overview
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https://axcient.com/blog/axcient-airgap-proves-tried-and-true-at-protecting-smbs-from-ransomware/
https://info.axcient.com/hubfs/2022%20Downloadable%20Content/Data%20Sheets/AirGap-2022.pdf

AXCien t Table of Contents
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Are You Ready to See How x360Cloud
Delivers Business Continuity?

THIRD-PARTY SERVICES

See how x360Cloud and Chain-Free CONTINUITY
technology compares to your current 01 SMARTSEARCH
Microsoft 365 and Google Workspace 02 POOLED STORAGE AND

SECURE RETENTION

Backup. It might be time for a change.

03 CERTIFICATION AND
COMPLIANCE

Schedule Your 1:1 Demo Get a Free 14-Day Trial 04 AIRGAP

SEE FOR YOURSELF
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https://axcient.com/schedule-a-demo/
https://info.axcient.com/trial-signup
https://info.axcient.com/trial-signup
https://info.axcient.com/trial-signup

About Axcient

Axcient is an award-winning leader in business continuity and disaster recovery for Managed Service Axcient, 707 17th Street, Suite 3900, Denver, CO, 80202
Providers (MSPs). Axcient x360 provides one platform for MSPs to Protect Everything™, and includes Tel: 720-204-4500 | axcient.com

BCDR, Microsoft 365 and Google Workspace backup, and secure sync and share. Trusted by more than

3,000 MSP partners worldwide, Axcient protects business data and continuity in the event of security

breaches, human error, and natural disasters. A X C I e n t


https://axcient.com

	Bookmark 1
	Bookmark 2
	Bookmark 3
	Bookmark 4
	Bookmark 5
	Bookmark 6
	Bookmark 7
	Bookmark 8
	Bookmark 9
	Bookmark 10

	Button 285: 
	Button 286: 
	Button 287: 
	Button 288: 
	Button 289: 
	Button 290: 
	Button 420: 
	Button 291: 
	Button 292: 
	Button 293: 
	Button 421: 
	Button 422: 
	Button 423: 
	Button 424: 
	Button 425: 
	Button 426: 
	Button 427: 
	Button 428: 
	Button 429: 
	Button 430: 
	Button 431: 
	Button 432: 
	Button 433: 
	Button 434: 
	Button 435: 
	Button 436: 
	Button 437: 
	Button 438: 
	Button 439: 
	Button 440: 
	Button 441: 
	Button 442: 
	Button 443: 
	Button 444: 
	Button 445: 
	Button 446: 
	Button 447: 
	Button 448: 
	Button 449: 
	Button 450: 
	Button 451: 
	Button 452: 
	Button 453: 
	Button 454: 
	Button 455: 
	Button 456: 
	Button 457: 
	Button 458: 
	Button 459: 
	Button 460: 
	Button 461: 
	Button 462: 
	Button 463: 
	Button 464: 
	Button 465: 
	Button 466: 
	Button 467: 
	Button 468: 
	Button 469: 
	Button 470: 
	Button 471: 
	Button 472: 
	Button 473: 
	Button 474: 
	Button 475: 
	Button 476: 
	Button 477: 
	Button 478: 
	Button 479: 
	Button 480: 
	Button 481: 
	Button 482: 
	Button 483: 
	Button 484: 
	Button 485: 
	Button 486: 
	Button 487: 
	Button 488: 
	Button 489: 
	Button 490: 
	Button 491: 
	Button 492: 
	Button 493: 
	Button 494: 
	Button 495: 
	Button 496: 
	Button 497: 
	Button 498: 
	Button 499: 
	Button 500: 
	Button 501: 
	Button 502: 
	Button 503: 
	Button 504: 
	Button 505: 
	Button 506: 
	Button 507: 
	Button 508: 
	Button 509: 
	Button 5010: 


