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Technical support
If you need help on an aspect of the security services that is not covered by the
online Help or administrator guides, contact your IT administrator or Support
team. To find your Support team's contact details in the portal, click Support >
Contact us.





Deploying Email Security on
Microsoft® Office 365™

This document includes the following topics:

■ Introduction

■ Configuring Microsoft® Office 365™ for inbound mail

■ Configuring Microsoft® Office 365™ for outbound mail

Introduction
The following table shows the steps to deploy Email Security with Microsoft®
Office 365™.

Table 1-1 Deployment phase

Further informationStep

See the Email Services Deployment GuideAttend training on the portal.1.

See the Email Address Registration
Administrator Guide.

Register your email addresses with the cloud
security services.

2.

See the Email Services Deployment GuideSet up MX records to redirect your inbound
email traffic to the Email Services
infrastructure.

3.

See “Configuring Microsoft® Office 365™ for
inbound mail” on page 6.

Configure Microsoft® Office 365™ for inbound
traffic.

7

See “Configuring Microsoft® Office 365™ for
outbound mail” on page 6.

ConfigureMicrosoft®Office 365™ for outbound
traffic (optional).

9.



Table 1-1 Deployment phase (continued)

Further informationStep

See:

■ Email ContentControlAdministratorGuide

■ Email Image Control Administrator Guide

■ Email AntiVirus Administrator Guide

■ Email AntiSpam Administrator Guide

In the portal enable Content Control and Image
Control and customize your AntiVirus and
AntiSpam services.

6.

ConfiguringMicrosoft® Office 365™ for inboundmail
You set upMicrosoft® Office 365™ for inboundmail in the cloud security services
portal.

To configure Microsoft® Office 365™ inbound mail

1 Open the Microsoft® Office 365™ Forefront Admin Console and note down
the inbound hostname.

2 Open the cloud security services portal.

3 InServices>EmailServices> InboundRoutes>RegisteredDefaultInbound
Routes, click Add and Check New.

4 In IPAddress orMailhostName, type your Microsoft® Office 365™ inbound
hostname in the format [domain-com].mail.eo.outlook.com.

Note: To set up your domain in the Microsoft® Office 365™ Forefront Admin
Console, see the Microsoft® Office 365™ documentation.

Emails to your organization could still be delivered directly to Microsoft®
Office 365™without going through the Email Security infrastructure. As the
Email Security infrastructure does not scan email that is routed directly to
your Microsoft® Office 365™ account, you must consider carefully how to
manage these messages.

ConfiguringMicrosoft®Office 365™ for outboundmail
When you configure Microsoft® Office 365™ to send Internet mail, Microsoft®
Office 365™configures anoutboundgateway to sendmail to the Internet addresses
you specify.
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Note:The information givenhere is for guidance only. For the current advice from
Microsoft, refer to the user documentation for Microsoft® Office 365™ .

To configure Microsoft® Office 365™ for outbound mail

1 Log in to your Microsoft® Office 365™ Forefront Admin Console.

2 Select Administration > Company > Outbound Connector.

3 In Outbound Connectors type the host name provided by the cloud security
services, typically in the format clusterxout.eu.messagelabs.com.
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